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MITIGATING SECURITY RISKS
FOR INTELLIGENT BUILDINGS

vincent Dupart, President of SPAC. and Anne-Isabelle Parodi,
General Secretary of S PALC. discuss the security of smart technology
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Vincent Duport: Smart buildings
make it possibde to inteligenthy
optimise the use of 0sseLs,
oparations and the consunption
of regouncas. All infrostructures
are b=ing tronsformed thonks to
connected technodogy

For example, smart thermostans
Con chonge the tempearatun
remately, or smart lighting can
be controlled ond adjusted from
almost any amartphones or

from ony connected device,

Convergence of openational
tachnology and computer systems
is essental o support thege smart
devices but, without strong security
megsures, it con make focilites
vulnerable to multiple cyberattocks.

If o hacker can entes o smart
buitding throwgh en oparational
entry paoint, hefshe can potentially
aoin necess b the building's
computar network, opening new
oppaortunities for the hocker, And
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all eperational technologies, sueh
0s connected davices or security
nhigcts, connected or not, o3 well
0s commignicotions protocols

ore an entry point (o oocess the
orgonisaticns’ networks.
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Vinpent Duport; Comgonies are
increasingly subject to physical
oitocks. Attockers can toke
odvantoge of waak physical security
SOlUtonS Lo goin aocess o compuier
netwaorks ond to implemeant lagical
ottocks. They con also gain

occess W the computer network
through any connected operaticnol
device. That is why cybarsecurity
and phyzical ottocks shoukd go

hond in hond os both notions ore
increasingly intertwined

And inadditlon, operatienal
technolagies, connacted ar naot, arg
mars prasent in compony premises
ond con be onentry point to oocess
organisationol networks. Foced with
these seflous physical thredts, we
decided 1o creoie S.0AC.

&PA C.is on allivnce whose goal

i to build o strgng ond open
phwsicod security indusory Including
connected industry.

Anne-laabella Porodt To promaote
strong physical solutions, SPALC. is

basad on tha French and Europaan
reguintary framework and on the
SSCP communication protocol,

Following the rise of hybrid ottocks
against sensitive or critical
infrostructunes, the Eurogean
Commission and European security
ngencies such os the ANS.51 hove
defined o regulotory fromewaork o
fight ogoinst these attocks.

These Directives. like the RIS
Directive, define recommendations
to be implemented in our operational
sysiems and bn protocols Lo reslst
all eyberattocks. In addition, these
inastitutianal entities racomimsnd
security certificotions of oll devices
and protocols includsd in an
infrostructung.

SRALC iz the sl alliores in
Eurape to meet all these challanges:
we offer functionnl certification
with the S5CP Communication
protocol and we count among

our membears tha cartifications
providers that con ba wseful to
pravide o high kevel of security

for your smart busiding

It iz Important to mantion thot

the SECP protocol offers the
possibdity of communicating on
wired ond wireless links and with
different hordware objects, which

Iz mondatory for o smart bulbding.
And tha SSCP protocod is o Europeaan
arondard allowing integrity ond
confidentiality by the encryption

of sensitive dota,

For mare information about
SPALC, plense contoct
hitps:ffen.sp-oc.arngy
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